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e D. Brassard, C. Bennet 1984 Quantum Key Distribution BB84
e P. Shor 1994. Quantum algorithms:
e integer factorization,
o discrete logarithm.
e “Post-quantum cryptography” http://pqcrypto.org/
The book: Daniel J. Bernstein, Johannes Buchmann, Erik Dahmen
(editors). Post-quantum cryptography. Springer, 2009.

o ...
e Hash-based signature schemes such as L. Lamport signatures and
R. Merkle signature schemes.

o Hashing itself is an important basic concept for the organization
transformation and reliable transmission of information.
e In 1995 A. Wigderson characterizes universal hashing as being a
tool which “should belong to the fundamental bag of tricks of every
computer scientist”.
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R
Quantum Algorithms, Quantum Cryptography

e Quantum Algorithms ZOO: http://math.nist.gov/quantum/zoo/
e Conference Quantum Information Processing (QIP)
o QIP2014 Barcelona http://benasque.org/2014QIP/

o QIP2015 Sidney http://www.quantum-lab.org/qip2015/
o QIP2016 Calgary ...

o Quantum Cryptography ~ QKD:
http://en.wikipedia.org/wiki/Quantum-cryptography
Conference on quantum cryptography
o QCrypt 2014 Paris http://2014.qcrypt.net/
o QCrypt 2015 Tokyo http://2015.qcrypt.net
o QCrypt 2016 Washington
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QCrypt 2014. 4th international conference on quantum
cryptography
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CoBpeMennble TeHAeHIMN B Kpunrorpaduu 2016

Temaruka CUMIIO3UYMa BKJIIOYAET CJIELYIONIHIEe BOIPOCHI (HO He
OIPDAHNIMBAETCS UMM ):
@ uCcjae0BaHUE KPUITOrPpapUIecKuX ajJropuTMOB, B TOM UUC/IE
aHaJIn3 KPUNTOrPaDUIECKUX AJITOPUTMOB, SBJISIONIUXCS
MEZK/IyHAPO/IHBIMU CTaH/lapTaMU;

o >ddekTuBHAS peau3aliis METOI0B aHAIN3a KPUIITOIPAPUIECKIX
aJITOPUTMOB;

@ OIleHKa KpUITOrpadUIecKo CTONKOCTH POCCUMCKUX
KPUNTOIPAOUIECKAX AJITOPUTMOB;

@ >bdeKTuBHAS Peasn3aIis POCCUHCKUX KPUITOrpaduieckux
aJICOPUTMOB.
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CoBpemennble TeHeHnnn B Kpunrorpadun 2016

Crenmasnbaast Tema cumiosnyMma: "Byyiiee acuMmMeTpuaHO
kpunrorpacpumn".

[TepcriekTuBBI pa3BUTHA KBAHTOBBIX KOMIIBIOTEPOB, & TAKKE HOCJIETHUE
PEe3YJIbTATHI 110 PENIEHUI0 3aJ[a’1 JUCKPETHOTO JIOTapU(pMUPOBAHUST
MOTEHITUAJIHLHO SBJISIIOTCS CEPbE3HBIMU YIPO3aMHU JIJIsi MHOTUX MTUPOKO
UCIIOJIB3YEMBIX MEXaHU3MOB aCUMMeTPUYHON Kpunrorpadun. Creayer
JIN OYKUJIATH CEPHE3HBIX MPOPBIBOB B PEIEHUH 3349 JIMCKPETHOIO
JiorapupMUPOBaHUS U KaK OyJleT Pa3BUBATHCS TOCT-KBAHTOBAS
acCUMMeTpUYHAasl Kpulrorpadus —BOIPOCH i 00CYK/IeHUs Ha
CTCrypt’2016.

IIpurnamennsiii pokiaaguuk: Urops Cemaes, Yuusepcurer beprena,

Hopserus

B pamkax cummosunyma MpoiijieT JIUCKYCCHOHHas naHe b " JleHb
oTkpbITHIX siBepeit TK 26 rema — rpakianckas Kpunrorpadus.
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Ralph Merkle, Martin Hellman and Whit Diffie
developed the first public key cryptography exchange in
1975.
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___________________________
Diffie-Hellman Problem (Discrete Logarithm Problem)

e For a prime g a multiplicative group Fg = ({1,...,q — 1}, x) of
the field Fq is cyclic, i.e. there exists a primitive element
(generator) g such that

Fy ={9%9".9%...}.

e Given a primitive element g of a finite field [Fg, the discrete
logarithm of a nonzero element u € Fq is that integer K,
1 <k < q—1, for which u = gX.

e Discrete logarithm problem: Given Fg,g and he {1,...q -1}
determine an integer a such that g2 = h.

e Computational Diffie-Hellman problem: given h = g2 and d = g®
find ¢ = g#.

o Finding discrete logarithm is conditionally one-way function.

— WA



R
V. Shoup Theorem

e A black-box group G is a finite group whose elements are encoded
by (0,1)- strings (“codewords”) of uniform length n. (|G| < 2M).

@ nis the encoding length of the black-box group.

e Group operations on the codewords are performed by a “black box”
at unit cost.

The operations are:

1. multiplication, 2. inversion, and 3. identity testing (decision whether
or not a given string encodes the identity).
A black-box group is given by a list of generators.

Theorem (Shoup 1997)

In a “black box group” of prime order ¢ it takes at least v/¢ operations
to solve the discrete logarithm problem

— Y




R
Diffie-Hellman Protocol for Key Generation 1976

Choose a large prime q and a primitive element (generator) g € IE‘;

Stage 1.
e Alice randomly selects a € {1,...,9 — 1}, computes Kg = g4,
e sends Ky to Bob
o Bob randomly selects b € {1,...,q — 1}, computes Kg = g°,
e sends Kg to Bob

Stage II.

o Alice computes K = K2 = g®@ on her side,

@ Bob computes K = K }" = g2 on his side

Passive Melory: Security based on Diffie-Hellman problem: given g2
and g° compute g2°.
Active Melory: ...
] 13 / 76



|
Diffie-Hellman Protocol Example.

q=23, F2,
Haiitu reneparop g (Bce reHepaTophi)
Alice: a=6,
Bob: b=5.

CrenepupoBaTh OOIIMI KJIIOY.
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1. Quantum Postulates. Qubit.

@ Qubit is a unit vector in the two-dimensional Hilbert complex
space H2.

¥) = al0) +ail1),  [[[¥)|* = |ao* +|asf* =1
o Case of real amplitudes.
|t(w)) = cos6]0) + sind|1)

|1>A

aps
N
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1. Quantum Postulates. Qubit Transformation.

Quantum transformation U of qubits is a unitary transformation

U:H2—H?, ) = Uly).

Example
_ T _1
0) =(1,0)", !+>—\/§|O> f“)
017 .- -
=01 | )—\/élo> f|1>
+)=H|0) |-)=H[1)

e Computational basis (C-basis): {|ep),|e1)} = {|0),[1)},
e Hadamar (Diagonal) basis (H-basis): {|eg),|e1)} = {|+),|—)}
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1. Quantum Postulates. Qubit Extracting an Information

Extracting information from |¢)

1) = aoleo) + a1]er)
Measuring |¢) in respect to basis {|ep), |e1)}.

Prlextract 0 from |1)] = ((€g | ¥))? = |ao|?.

Prlextract 1 from |1)] = ((e1 | ¥))? = |ay?.
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1. Quantum Postulates. Qubit Extracting an Information

Example

1 1
— —|0) + —=|1
S10)+ 1)

[¥) 7 7

e Measuring |¢) in respect to C-basis {|0),[1)}.
Prlextract 0 from |1))] = Prlextract 1 from [¢)] =1/2
e Measuring [¢)) in respect to H-basis {|+), |—)}.

Prlextract 0 from |¢)] = ((+ | ¥))? = 1.

Prlextract 1 from [¢)] = ((— | 1))? = 0.
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R
Quantum key Distribution. Protocol BB844

@ One cannot measure the polarization of a photon in the H-basis
and simultaneously in the C-basis.
- Hesib3st 0/fHOBpEMEHHO M3MEPUTH TIOJAPUBAIINIO (DOTOHA B JIBYX
Pa3INYHBIX Dasncax.

@ One cannot duplicate an unknown quantum state (No cloning
theorem).
- HeB03MOXKHO KOIUPOBATH HEM3BECTHOE KBAHTOBOE COCTOSTHHE.

© Every measurement perturbs the system.
- Kaktoe n3mepenne n3meHsieT (BO3MYIAET) KBAHTOBYIO CHCTEMY.
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Protocol BB84 “na naabmax”
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N
Protocol BB8&4

In the BB84 scheme, Alice begins with two strings of bits, & and b, each
n bits long. She then encodes these two strings as a string of n qubits,

W> = ® |¢a,b/>-
i=1

a; and b; are the /™ bits of @ and b, respectively. Together, a;b; give us
an index into the following four qubit states:

v00) = 10), [v10) = 1)

1

1 1 1
— —[0) + 1), =|-) = —|0) — —=[1).
\@\ ) \@! b ) =1-) \@\ ) \f2| )
The bit b; is responsible for basis (C-basis or the H-basis) in which g; is
encoded in. The qubits are now in states which are not mutually

orthogonal, and thus it is impossible to distinguish all of them with
]

[Po1) = [+)
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N
Protocol EPR

EPR pair

) = )+ )

’
5100 f\ﬁ
V) # |$1) @ |d2)

e In the EPR protocol scheme, Alice wishes to send a private key to
Bob. She begins with n string of EPR pairs, ...

@ The protocol proceeds then similar to the BB&84...

— o



KonTpo/b nesocrHocTn nHOpMAaInn,
ayTeHTuUKaLIA, NIdpoBas MOIIICH
Ha OCHOBE XeIINpPOBaHUSsI
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One-way function

Let f: X* — X* be a function. Consider the following experiment
defined for any inverting probabilistic polynomial-time algorithm A and

any value n € N:
The inverting experiment /nvertas: N — {0,1}
@ Choose input x € X". Compute y = f(x).
@ probabilistic polynomial-time algorithm A is given 17 and y as
input, and outputs x’.
@ The output of the experiment is defined to be 1 if f(x') = y, and 0
otherwise.

— s



One-way function

Defintion
A function f: X* — X* is one-way if the following two conditions hold:
O (Easy to compute:) There exists a polynomial-time algorithm My
computing f; that is, M(x) = f(x) for all x.
@ (Hard to invert:) For every probabilistic polynomial-time algorithm
A, for any polynomial p(n) € POLY it is hold

Prlinverts ¢(n) = 1] < 1/p(n).
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Theorem
If One-way function exist then NP # P. J

1.Suppose f: {0,1}* — {0,1}* is a strong one-way function, Define
Ly = {(x,y,1%) : there exists u € {0, 1} such that f(xu) = y},

2. Ly € NP since given (X, y,1%) € Ls a certificate is any u € {0,1}¥
such that f(xu) = y.

3. Ly € NP\P:

Suppose that P = NP. Then inverting polynomial algorithm A :
Input: (f(x), 1%)

z:=0;i:=1;

while i < k do

if (20, f(x),1%77) € L¢ then z := 20 else z := z1;

i=i+1;

if f(z) = f(x) output z

end-while

] 26 / 76



Kpunrorpaduueckue xem-dpynknun. Cryptographic
hash-function

h:¥* — %%, h:K 5™ k>m

Q@ Oyuxius h oKHA OBITH OJHOHAIPABJIEHHON (TOUYHEE “yCIIOBHO
OJIHOHAIIPABJICHHOW Ha CErOMHSITHUAN JICHB).
©Q Dyuxuus h no/KHA OBLITL KOJUIM3KS YCTONIUBOI:

0 l1a 3amarHOr0 COOOIEHNsT W TOJI2KHO OBITH “BBIYUCIUTETHHO
CJI0’KHO” TI0700paTh JApyroe coodIIeHne V, Jjisi KOTOPOI'O
h(w) = h(v).
@ o/mKHO OBITH “BBIYUCIUTENBHO CJIOKHO MOIOOPATH APy
coobienuii (W, v) takyio, aro h(w) = h(v).
@ h noykHa U3MeHSTHCs “JTaBUHOOOPa3HO” (M3MEHEHUe OJIHOTO
CHUMBOJI&, apTyMEHTa JIOJI?KHO BECTH K M3MEHEHHUIO OOJIBIIOr0 9HMCIa
CUMBOJIOB 3HaueHus (DyHKIUHN).
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Date integrity. [lesocTHOCTE HHpOPMAIINN.

Kpunrorpadudeckas mpoBepka 1e/JOCTHOCTH IT€PEIaBAEMOit
nadopmarn or Asmicel (A) k Boby (B) 3akiodaercs B BHIYUCICHIN
Auncoit xema h(W) jyist iepeiaBaeMoro cooOIeHust W i repeiadu
napsl (W, h(w)) Boby. Bob, nonyuaus napy (W', h(w)) na csoeii cropone
Bbrancsisier 3Hadenne h(W') u cpasausaer 3nadenust h(w) u h(w').
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Authetification. AyrenTudukaims — IpoBepKa
OJITMHHOCTH ITOJIb30BATEIA.

Cxema ayrentudukanun Bbr3os-orser CHAP (Challenge Handshake
Authentication Protocol).

[Tporokosr MS-CHAP (Microsoft Challenge Handshake Authentication
Protocol)

@ uosb30BaTENb NOCHLTAET cepBepy 3anpoc Ha jgocryi (login)

© cepsep oTHpaBIdeT KJIUEHTY CIAyYalHYIO II0CJIEe/I0BaTE/IbHOCTD V
© Ha OCHOBe 3TOI CIy4YailHON TOCTIE/IOBATEIFHOCTH V U MapoJisd W
[OJIH30BATE ST KJINEHT BBIYHUCIsAeT 3Hadenne (VW) xemnr-gyHKImn
Ha VW

KJIMeHT Tepechliaer xemt A(VW) cepsepy

© 0

cepBep cBepsieT NpucjaHHblii xer A(VW) co cBOUM BBIYHCIIEHHBIM
h(vw)

Q B ciyvaiiHble IPOMEXKYTKH BPEMEHH CepBEP OTIIPABJIAET HOBYIO
HOCJIEI0BATEILHOCTE V) 1 IIOBTOpSET Iaru ¢ 2 1o 5.
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OcHoBHbIEe TpeboBaHMsA K 1U(MPOBOIL TOIIINCH

Q IlemocrrocTh. Hapymurens He JTOIKEH UMETH BO3MOXKHOCTH
danbcudukanun. Message integrity

@ Ayrentudukarus — lapanrus nomgymanoctu. Message
authentication

@ ABTOp He MOYKET OTKa3aThCsI OT MOMUCAHHOTO COODICHMSI.
Message non-repudiation
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Lamport digital scheme
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___________________________
Discrete Logarithm (recall)

e For a prime g a multiplicative group Fg = ({1,...,q — 1}, x) of
the field Fq is cyclic, i.e. there exists a primitive element
(generator) g such that

Fy =1{d%0".9%...}.

e Given a primitive element g of a finite field [Fq, the discrete
logarithm of a nonzero element u € Fq is that integer K,
1 <k < q—1, for which u = gX.

e Discrete logarithm problem: Given Fg,g and he {1,...q -1}
determine an integer a such that g2 = h.

] 32 / 76



ElGamal signature scheme. Cxema nudpoBoit moimcu
Dab-l'amanris.

g — (large enough) prime number. g — generator of IF';.

o k — private key. @ = g¥ — public key.
e r — random key. ¢ = g" — second public key.
@ m — message.
@ Signature equation for the message and keys and its solution:
m kc+rx m — ke
= = X= )
9 g B
Then
m K\ € ryX C . AX
g"= (") (g =ac
Protocol.

@ Alice sends a everybody. Alice sends Bob m, ¢, x.
@ Bob reads m and check whether g = a° - ¢*?

— 33 /76




Quantum hashing. Basic idea

The basic idea of our work is

to hash (to encode) words (classical information) into quantum state. ]

Such encoding:

@ Must be One-way function.
Quantumly one-way (physically one-way).

e Must be collision (almost) free.
Quantumly resistant (physically resistant) — encoding must be
designed to have maximum output difference between adjacent
inputs.

] 34 / 76



R
1. Quantum Postulates for Quantum Cryptography

o Mathematically. Qubit
) = a0l0) +as[1),  [[[)]I® = |aol® + |ar|* = 1

is a unit vector in the two-dimensional Hilbert complex space H?2.
o (H?)®S =H2® .- ® H? — (25)-dimensional Hilbert space of s

qubits
251 251
)y = > aili), > lailP=1.
i=0 i=0

Quantum (classical-quantum) function maps words to quantum states

X (MBS, piwes [p(w)) (¥ |0), W [h(w))).

— 35 /76



Quantum Transformation, Extracting Information

Quantum Transformation
P HE xTK S HE o |0), w s [p(w))

determined by an 2% x 2% unitary matrix U(w).

[ (w)) = U(w)|0).

Extracting information from [¢)

25 1 2s
Wy => al, Y laf=1.
i=0 i=1
Measuring |¢) in respect to orthonormal basis {|0),...,|2° —1)}.

Prlextract [0) from [19)] = ((0 | &(w)))? = |ao

] 36 / 76



Quantum Branching Program — computational model for
quantum functions

o) e e
e} 1% T o) [ 00 [ o) [ o) 77 7 o [ o) (A
oo H O HH e 4
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One-way e-Resistant Function

Definition
e Let X be random variable distributed over X {Pr[X = w] : w € X}.
Let ¢ : X — (H2)® be a quantum function.

e Let Y is any random variable over X obtained by some mechanism
M making some measurement to quantum state |1)(X)) (of the
encoding ¢ of X) and decoding the result of measurement to X.

@ Let ¢ > 0. We call a quantum function v a one-way e-resistant
function if for any mechanism M, the probability Pr[Y = X] that
M successfully decodes Y is bounded by €

PrlY = X] < e.

] 38 / 76



R
Quantum One-Way property. Holevo-Nayak theorem

A. Holevo. (ITpobsiembl nepeaan urdopmarmu 1973)

We can not extract from s-qubit quantum state |¢) more than § bits of
information.

v

Theorem (Holevo-Nayak)
e Let w is a Kk bit binary word.
e Let w be encoded into § qubit quantum state |1)(w)).

o Let then the state |1)(w)) is decoded via some mechanism back to
a Kk bit word v.

Then our probability of correct decoding is given by

28
Priv =w] < ok
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Collision d-Resistant Function

Definition
Let 6 > 0. We call a quantum function

) T (12)%S
a collision d-resistant function if for any pair w, w’ of different elements,

[((w) | p(w)] < 6.
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N
REVERSE-test

given w and [¢(v)) = U(v)|0), applies U~"(w) to the state |)(V))
and measures the resulting state in respect the state |0).

The test outputs v = w iff the measurement outcome is |0).

Prreverse(v = w) = ((0 | U7 (v)[e(w))))? (1)

If w = v, then U~"(v)[sy(w)) would always give |0), and
REVERSE-test would give the correct answer.

Prreverse(v = v) =1.

fv#w

Prreverse(W = v) can be (unfortunately) close to 1

— WA



Property

Let hash function ¢ : w — |¢p(w)) satisfy the following condition. For
any two different elements v, w € X it is true that

(V) [ (W) < 6.

Then

Prreverse[V = w] < 52,

Proof. Using the property that unitary transformation keeps scalar
product we have that

Prreverselv =w] = [(0| U~ ! V) (w )>‘2
= (U ()p(v) | U (V)(w)[?
= [((v) | p(w))P < 6%

— o



Quantum Hash Function

Definition (e, §)-Resistant (|X¥|, ) Quantum Hash-function
We call a function

1/) . Zk _ (H2)®S
an (e, 0)-Resistant (|Z*|, s) Quantum Hash-function if:

e 1 is easily computed, that is, for a particular w € £¥ a state
|t)(w)) can be determined using a polynomial-time algorithm

@ 1 is a one-way e-resistant function

e 1 is a collision d-Resistant (||, 8) function:
for different words w, w’ € ¥k

[(w(w) [ w(W)] < 4.
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R
Example 1.

e Word (binary) w = Wo. .. Wi—1.
o Number w = Z, o wi2!

Example

We encode a word w € {0,1}¥ into one qubit:

¢ {0, 1K = H?2

otw) =cos (2 ) 10)-+sin (2 ) 11
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I
|1p(w)) — one qubit
[(w)) = cos 6]0) +sind[1) = cos (22k ) 0) + sin (@”) 1),

|1>AL
\2

L
NIz
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Example 2.

Example

We consider a number v € {0,...,25 — 1} to be also a binary word
ve {0,115 Let v=0y...0xk. We encode v by k qubits:

YV |V) =|oy)---|ok)
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Lower bound for s for d-Resistant (||, s) quantum
function

Theorem (Lower Bound)

If ¢ : TK — (H2)®S is 6-Resistant (|Z*|, s) quantum function then

s > log k — log log (1 +/2/(1 —5)) 1.

)] = /(@ | )
1) = WO = [P + [P — 20 | ') =2 = 2(p | 9).

Property
If 1) is 0-Resistant, then for w, w’

Pl (W), [p(w')) = [[w) — [W)]| > v2(1 — 6) = A.
e p—




Balanced Quantum Hash Functions

e The above properties provide a basis for building a “balanced”
one-way e-resistance and collision §-resistance properties.

e That is, roughly speaking, if we need to hash elements w from a
domain Y¥ with |[ZX| = K and if one can build for a § > 0 a
collision d-resistant (K; ) hash function ¢ with

~ logklog|X| — c¢(9)

qubits then the function f will be a one-way e-resistant with

e ~ (log K/K).
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Quantum fingerprinting function (2001)
H. Buhrman, R. Cleve, J. Watrous, and R. de Wolf

o Let E:{0,1}¥ — {0,1}" be an (n, k, d) error correcting code with
Hamming distance d.

o Family E = {Eq,... Ep}, here Ej(w) — i-th bit of code word.
o Quantum fingerprinting function ¥g : {0, 1}K — (#2)®s,

[Ye(w)) = WZ‘I [Ei(w))

] 49 / 76



Quantum fingerprinting = binary quantum hash function

Property

For s=logn+1,6 > (1 — d/n) function ¢F, is an (%, 5)—Resistant
(2K, 8) quantum hash function.

w,w' (p(w) | p(w')) =7
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Examples

Repeation codes

Hadamard Matrix Hy = [1].
1 1 H, H.
HZZL 1], H4:[H2 /32] Hy = Ho ® Hyi—

Hadamard code H.
1—=0; —-1—1. J
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R
“Non binary” quantum hash function (2008)

F. Ablayev, A. Vasiliev
— finite field, g — prime power. H = {hy,... ht} where

hj : Fq — Fq hi(w) = bjw (mod q).
For s = log T + 1 Quantum function 1y : Fq — (H?)®s

. 27h;
e \FZU ( q(W)|0>+smC’,(W)|1>).

Property (Ablayev, Vasiliev 2013)

For § > 0, for T = [(2/6%)In(2q)], for s = log T + 1 there exists a
family
H&,q = {h'l?"'ahT}

such that 1y , is an 6-R (g, s) quantum hash function.
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Quantum function generated by a family of functions.

Example

Binary word w = wy ... Wx_4, number W = Z, 0 w2, bj € Fq.

Family H = {hy,... ,hT}
hj(w) = bjw (mod q).
Quantum function ¢y, : {0,1}% — M2 generated by h € H

|tbn,(W)) = cos 277,21('/'/)|o> + sin '%’g(w)m

Quantum function ty : {0,1}K — (’l—£2)®(|°g T+1) generated by H

V(W) f Z 1) [eon, (W

1 G 2rhi(w)  2nhy(w)
ﬁ;m <cosq \0>+sm7q |1>>.
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Quantum hash generator

Let G={g1,...,9p} be a family of functions gj : YK = Fq. Let £ > 1
be an integer and vg;, j € {1,..., D}, be a quantum functions

Vg, ¥k (1B,
determined by g; € G. Let d = log D. We define a quantum function
Q,Z)G . Zk N (H2)®(d+f)

by the rule

D
va(w) = <=3 1i) |vg(w).

f<
~{

We call G a 6-R (|ZF|, d + ¢) quantum hash generator, if 1 is an 6-R
(|ZX|, d + £) quantum hash function.
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Examples of quantum hash generator

Binary

For binary (n, k, d) error correcting code E : {0,1} — {0,1}" with
Hamming distance d the following is true.
For 6 =1 — d/n The family

E={E,...Ey}

is 6-R (2K, log n + 1) quantum hash generator

Non binary
For § > 0, for g prime power, for T = [(2/62)In(2q)] there exists a set

Hsq={h1,...,ht}
which is an 4-R (g,log T 4+ 1) quantum hash generator.
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___________________________
e-Universal Hash Family (Carter, Wegman 1979).

q — prime, Fq — field, K = !FS\ =g~

e-Universal (n, g%, g) hash family
@ A hash function is a map f : Fg — Fq.

o A hash family F = {fy,...,fy} is called e-Universal, if the f € F is
chosen uniformly at random, then the probability Pr{f(w) = f(w')]
that any two distinct words w, w’ € K collide under f is at most €

Prif(w) = f(W')] < .

o The parameter € is often referred to as the collision probability of
the hash family F.

e The case of ¢ = 1/n is known as universal hashing.
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e-Universal Hash Family

q — prime, Fg — field, K = [F§|.

A hash function is a map f : Fg — Fyq. J

e-Universal hash family

A hash family F = {fy,..., fy} is called e-Universal, if for any two
distinct words w, w':

H{fe F:f(w)=f(w)} <en
F—-¢eU(mK,q)
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Quantum hashing via classical hashing constructions

o Let F={fy,...,fy} be an U (N;|Z¥|, g) hash family
f.xk Fq.

o Let H={hy,...,h7}
hj : Fq — Fq.
be an 0-R (g,log T + ¢) quantum hash generator.
@ Define composition G = F o H of families F and H

G={gj(w) =h(fi(w)):ie{1,....N},je{1,...,T}},

Theorem

ArXiv http://arxiv.org/abs/1404.1503
G = FoHisan A-R (|X¥|,s) quantum hash generator, where

A<e+6 and s=IlogN-+logT+¢.
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R
Quantum hashing based on Freivalds’ fingerprinting 1979

For w € {0,1}¥ (also w € Fo«), for the i-th prime p; a function
fi:{0,1}f = Fp, fi(w)=w (mod p;).
is a fingerprint of w.
Freivalds 1979
e Pick ¢ > 1, pick M = ckInk.
o 7(M) — the number of primes less than or equal to M.
o T(M)~M/InM as M — oc.
o The set
Fu=A{f,....fzxm}
of fingerprints is a (1/¢)-U (7(M); 2%, M) hash family.
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Quantum hashing based on Freivalds’ fingerprinting

Theorem
Q Let c>1,let M=ckink. Let Fyy = {f1,..., f;m)}
be a (1/¢)-U (7(M); 2k, M) hash family.
Q Let g€ {M,...,2M} be a prime, let § > 0. Let Hs g = {hy,..., hr}
be an 0-R (g,log T + 1) quantum hash generator.

Then family G = Fyo Hsq is a A-R (2k; 5) quantum hash generator,
where

A§16+5 s <logck +loglogk +loglogg +2log1/5 + 3.

Lower bond

s > log k + loglog g — log log (1 ++/2/(1 —5)) -1.
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Quantum hashing from universal linear hash family

1979-1980

Let k > 0 — integer, q — prime power, X = (Fq)*\{(0,...,0)}.
For every vector a € (Fq)k define hash function f; : X — Fg by the rule

k
fa(W) = Z aw;.
i=1

Then
Fin = {fa: ac (Fq)"}

is an (1/9)-U (g; (g¥ — 1); @) hash family (universal hash family).
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Quantum hashing from universal linear hash family

Theorem

For arbitrary ¢ € (0,1) composition G = Fjj, 0 Hs g is a A-R (g s)
quantum hash generator with A < (1/q) + 0 and

s < klogqg+loglogq+2log1/d§ + 3.

Lower bound

s > log k + loglog g — log log (1 ++/2/(1 —6)) -1.

This lower bound shows that the quantum hash function ¥ g is not
asymptotically optimal in the sense of number of qubits used for the
construction.
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e-Universal Hash Family

q — prime, Fg — field, K = [F§|.

A hash function is a map f : Fg — Fyq. J

e-Universal hash family

A hash family F = {fy,..., fy} is called e-Universal, if for any two
distinct words w, w':

H{fe F:f(w)=f(w)} <en
F—-¢eU(mK,q)
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Error Correcting Codes

q — prime, Fq — field.
[n, k, d]q linear code

[n, k, d]q linear error correcting code with Hamming distance at least d.

C:Fg—TFg  C={C(wm),C(wa),...,C(Wg}
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e-Universal Hash Family and Error Correcting Codes

Theorem (Bierbrauer, Johansson, Kabatianskii 1994)

@ If there exists an [n, k, d]q code, then there exists an e-Universal
(n, g%, @) hash family with

< (1-9)

O If there exists an e-Universal (n, g%, @) hash family, then there
exists an [n, k, d]q code with

Conversely.

d=n(1-¢).
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e-Universal Hash Family and Error Correcting Codes

q — prime, Fq — field.
e-Universal Hash Family
o f:Fk > F
o F={fy,...,fn}

e F — eUniversal (n; k, q), if for any two distinct words w, w' € ]Fg:

[{f € F: f(w) = f(W)}| < eN.

d>n-én.

Theorem J
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Quantum hash functions based on error correcting codes

Theorem

Let C — be a linear [n, k,d]q ECC
. Tk
C:Fg— Fy.

Then for arbitrary 6 € (0, 1) there exists A-R (g*; 8) quantum hash
generator G, where
A=(1-d/n)+0,

s<logn+loglogqg+2log1/s + 4.

Proof idea. Having [n, k, d]q ECC C one can construct (1 — d/n)-U
(n; g%; ) hash family F¢. J. Bierbrauer, T. Johansson, G. Kabatianskii,
B. Smeets 1994
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|
Quantum hash functions based on [n, k, d]q RS-code

g — prime power, K < n < g. A common special case is n = q — 1. Each
word w € (Fq)k, W = WoWj ... Wk_q associated with the polynomial

k-1
Pu(x) = wx'
i=0

Crs : (Fg)¥ = (Fg)" w — Crs(w) = (Pw(1)...Pw(n))

(k—1)/g-U (q;Fg; q) hash family Fgs = {f,: @ € A} For a € Fg\0
define £,

k—1
i=0
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Quantum hash functions based on Reed-Solomon codes

Theorem.

Let g be a prime power and let 1 < k < g. Then for arbitrary 6 € (0,1)
there is a 6-R (g¥, 8) quantum hash generator Ggg such that
§ < %1 46 and s <log (klog q) +2log1/6 + 4.

e If we select n € [ck, ¢'k] for constants ¢ < ¢/, then A < 1/c+ § for
0 €(0,1) and

s <log(qglogqg)+2log1/A + 4.

Lower bound

s > log(qlogq) — loglog (1 ++/2/(1 - A)) —logc'/2

Thus, Reed Solomon codes provides good enough parameters for
resistance value A and for a number S of qubits we need to construct
quantum hash function ¥pgs.
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Explicit constructions of Ggrs and ¥g,.

Let Hsq = {hy,...,hr}, where hj : Fg — Fq and T = [(2/6%)In2q].

composition

Gps = Frso Hsq = {gji = hj(fa) : j € [T],i € [n]}

For s =logn+log T + 1 defines function g, for a word w € (Fg)X by
the rule.

1 -
wGHS Z‘I (ﬁ; />¢QJ,(W)>) .

1 2L 2rhi(fa (W)  2nh(fa (W)
— >l @ (cos TR 0) + sin A ) )
nT’ /1ogn+logT d

|¢g; (W) — one qubit
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Application for Digital Signature. Lamport scheme
(Quantum variant)

@ Alice private keys:
o aword W= o1 ...0k for the bit 0
o a word vV = o} ...0y for the bit 1.

@ Alice prepares two pairs — public key (quantum state) and a
classical bit:

(Ip(w)),0)  and  (j(v)), 1)

by preparing states 1 : |0), w — [p(w)) and ) : |0), v — |1(V))
@ Alice sends pairs (]1p(w)),0) and (|»(1)),1) to Bob.
Bob keeps these pairs.
@ Sign procedure:
o Alice decided to sign the bit 1. Then
o Alice sends (classical) pair (v, 1) to Bob.
@ Verifying Signature: Bob using v Reverse [¢(V)) to [1)).
Bob verify whether |¢) = |0).
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Double key Signature. (Quantum variant)

Y Zp — (H?)®S — public Quantum Hash Function (QHF)
Q@ Alice private key:
e an element a € Z,
@ Alice public key (quantum state) |¢(a))
@ Alice sends [¢(a)) to Bob.
@ Alice Sign procedure:
e message M € Zp,
e Signature equation X + m = a.
o second private key X, second Public key [1(x)).
o Pair (message,signature) is (m, [1)(x))).
@ Bob
Verifying Signature: using m computes state |¢(x + m))
verify whether |¢(a)) = [ (x + m)).
The probability Pr[y = g| to find y = a from [¢(&)) (¥ = x from

[¥(x)))
Prly = a] = log |Zn|/|Zn|-
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How to compute [)(W)) — one qubit quantum function

[(w)) = cos 6|0) +sind[1) = cos (22k ) 0) + sin (@”) 1),

|1>A
\2

10
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Computational model
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Computational model — Quantum Branching Program —

quantum case of Algebraic Branching Program

o) 1920 T i) [ 0a(0) [ 1) [ 0a(0) Ui(1) [ Ui(0)

S
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