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© O6Lume 3ameuanns n npotokonsi

o [pynnbl ana kpunTtorpacun
@ [lpoTokosibl Ha 3TuUx rpynnax
@ ATtaknu

© KpunTtorpacus B rpynne koc
o [pynna koc

o [lpoTokosibl
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Fpynnbl gns kpuntorpacbum
rlpoToKonbl Ha 3Tux rpynnax
ATakn

Ob6wure 3amMeYaHNss N NPOTOKOAbI
Kpuntorpacusa B rpynne koc

Beenexue

e Kpyrom Bparu, ocobeHHO KBaHTOBbIE.

@ Xopowo bbl npugymMaTh KpunTorpaduHeckue npoToKoJbl,
OCHOBaHHbIE Ha MPUMUTMBAX, KOTOPbIE [aXKE KBAHTOBO HUKTO
He yMeeT B3/1aMblBaTh.

o [lnsa sToro npuaércs Cnoib30BaTb HEKOMMYTATUBHbIE
rpynnbl, MOTOMY YTO C KOMMYTATUBHbIMUN Y>XKe BCE SICHO.

o Paccmotpum rpynny G, 3agaHHyto obpasyrowumu un
COOTHOLLEHNSIMN.

@ Kakue ecTb Ha Heli BbIMMCANTENbHbIE 3a8a4n?
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Fpynnbl gns kpuntorpacbum
MpoTokonkl Ha 3Tux rpynnax
Atakn

Ob6wure 3amMeYaHNss N NPOTOKOAbI
Kpuntorpacusa B rpynne koc

3agadu B rpynne

3agaya paseHcTBa cios (word problem): pavbl gga cnosa
u,v € G. BepHo au, yto u = v?

@ JTo — BoODLLE rOBOPsI, OYEHb CAOXKHAs 3a4ada.

@ B yactHocTu, ecTb rpynnbl, 45 KOTOPbIX 3TO Hepa3peLlnmast
3agada; Teopema Hosukoea.

@ Hac nHTepecytoT rpynnbl C pa3peLimMoii 3agaqdeli paBeHCTBa
CIOB.
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3agadu B rpynne

("]

3apaya conpsixénHocTn (conjugacy problem): paHbl gBa ciosa
u,v € G. BepHo nu, 4to cyuwjecteyeT x € G, Ans KOToporo

Lux] = v?

u[=x"
DT0 TOXe 3afada C/IoXKHas; ObIBAlOT rpynmbl, B KOTOPbIX
3a7a4a paBEHCTBa C/NOB pa3peLiriMa, a 3a4a4a CONpPsXKEHHOCTU
— HeT.

MownckoBas 3agaya conpsikéHHoctu (conjugacy search
problem): pavbl gBa cnoBa u, v € G, n N3BECTHO, 4TO
cywecteyeT x € G, ans kotoporo uX[= x 1
Takom X.

ux] = v. Halitn

imeHHo conjugacy search problem — 370 rnaBHbIiA MHCTPYMEHT
ONS1 KNACCUYECKOW HEKOMMYTATUBHON KpunTorpaduu.

YacTo ecTb ocHOBaHUsSi cumTaTh PyHKUMIO X — g¥
KaHANAATOM B OQHOCTOPOHHNE.
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[pynnel gns kpunTtorpacun
MpoTokonkl Ha 3Tux rpynnax
Atakn

Ob6wure 3amMeYaHNss N NPOTOKOAbI
Kpuntorpacusa B rpynne koc

HekoMMyTaTuBHbII MPOTOKO COMIAaCOBaHNS KAtOYeN

e [pocToii npotokon (Ko, Lee n ap.), noxox Ha
Aundbdu-Xennmana:

o [lybnukyercs anement w € G.

e Anuca Bbibupaet a € G, nocbiiaet boby w?.

o B0b BbIGUpaer b € G, nocbinaer Anuce wP.

@ Ecim a n b kommyTupytot, To y Anucel n Boba nosieutcs
obwuii ktou (w?)? = wab = wha = (wh)2,
@ Y1obbl Anuca n Bob BbIbMpanu KOMMyTUpYLOLLME SNEMEHTI,

obbiyHO nybnukytoTcs gse nogrpynnel A, B < G (T.e.
NOPOXAAOLLME X IEMEHTbI), anst KoTtopbix [A, Bl = 1.
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Fpynnbl ans kpuntorpacumn
MpoTokonkl Ha 3Tux rpynnax
ATakn

Ob6wure 3amMeYaHNss N NPOTOKOAbI
Kpuntorpacusa B rpynne koc

Kak BblbupaTs rpynny?

o Kakoii gomkHa bbiTb basosas (platform) rpynna G?

PO pynna G mosxHa bbITb XOpOLIO M3BECTHA. TouHee, conjugacy
search problem gns Heé nubo paeHo n besycnewHo nay4vanacs,
nnbo MOXeT ObITh CBefeHA K ApPYrOii XOPOLUO N3BECTHOI
3agave.

P1 Word problem B rpynne G gonxHa pewatbcst 3dhdeKkTnBHO
(nuHeiino nan kBagpaTnyHo). Ewg nyyvwe —ecnn y cnos 8 G
bymeT Kakasi-HMbyab HopMasbHasi dopma.
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Kak BbibupaTs rpynny?

P2

P3

P4

Conjugacy search problem gonxHo 6biTb Henb3s adhdekTMBHO
pewnTb (TYT, KOHEYHO, [LOKA3aTEbLCTB HUKAKMX He
OXMAAETCSH).

[omkHO BbITh BO3MOXHO «3aMacKMpoBaTby» 31eMeHTbl G

Tak, 4Tobbl HENb3s Bbino U3 x !

WX HaliTn X, NpoCTO
MOCMOTPEB Ha BHELUHMIA BNG. DTO KakK pa3 XOpOLUO

OOCTUMAETCs NMpU NOMOLLM HOPMabHBIX hopM.

G ponxKHa BbITb rpynnoii CBEPXNOANHOMMUATLHOMO POCTa, T.€.
KOJIMYECTBO 3/1EMEHTOB AAuHbl N B G pacTéT bbicTpee, Yem
Ntoboli NOANHOM OT N; 3TO HYXKHO, YTODLI HEIb3s BbLIO
npocTo nepebpaTs.
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CornacoBaHue katoyeli

@ BapuaHT conjugacy search problem — decomposition search
problem: pavbl gBa anementa w, w’ € G. Haiitu gBa
anemenTa x,y € A C G, gnsa kotopbix xwy = w', ecnu
N3BECTHO, YTO TaKne CyLeCTBYHOT.

@ ObbiuHo A — nogrpynna (Torga ato ewé HasbiBaeTcs double
coset problem).

@ OcHoBaHHbI Ha Hel NPOTOKON: MYCTb eCTb Nyban4yHas rpynna
G v pBa nogrpynnel A, B < G, [A,B] = 1.

Bbibupaetcs nybnuyHo nssecTHblii anemeHT w € G.

Anuca cnyvaiino Bbibupaet aj, a; € A, nocoinaer boby a;was.

Bob cnyuaiiHo Bbibupaet by, by € B, noceinaet Anuce bywbs.

Anunca n Bob BbluncastoT ko4 aibowbra; = arbywboas.
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[pynnel gns kpunTtorpacun
MpoTokonkl Ha 3Tux rpynnax
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[lepekpécTHbIli NpoTOKON

@ bonee HagéXHbIM MOXET OKa3aTbCsl «MEPEKPECTHBIAY
MPOTOKON: NYCTb ecTb nybnnyHas rpynna G u gea noarpynnsi
A B<G,I[AB]=1.

o Bribupaetcs nybnnyHo nssectHolii anemeHt w € G.

e Anuca cnyuaiivo Bbibupaer a3 € A n by € B, nocbinaer Boby
31Wb1.

o Bob cnyyaiiHo BbibupaeT ay € A u by € B, nocbinaetr Annce
b2W82.

o Anuca n Bob BbluucnsaoT ka4 aybowas by = boajwas by .
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Anshel-Anshel-Goldfeld

o [potokon AHwenb-Anwens-lonadensaa (ewé HasbiBaeTcs
Arithmetica key exchange).

@ OTtnnuaerca Tem, 4TO He TpebyeT HUKAKUX KOMMYTUPYHOLLX
noarpynn.

e Kak cneactsue, pabotaer ans ntoboli HEKOMMYTaTUBHOIA
6a30Boii rpynnbl.

@ JTO — OYeHb cepbéaHoe NPENMYLLECTBO.
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Anshel-Anshel-Goldfeld

o [ybnukyem rpynny G v anemeHTbl a1,...,ak, b1,...,bm € G.

@ Annca Bbibupaer x € G Kak CNOBO B aj,...,ax U Nocbiaet
Boby b7,..., b,

@ Bob Bbibupaet y € G Kak cnoeo B by, ..., b, 1 noceiiaert
Anunce ay, ..., ay.

o Annca sbluncnsiet x(ay,...,a,) =x¥ =y lxy, a zatem
[x,y] = xy xy. Bob BelumcnseT
y(bY, ... b)) = y* = x"Lyx, a zatem [x,y] = xy Ixy.
Monyyaetca obwmin kntoy [x, y].
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Kpuntorpacusa B rpynne koc

Anshel-Anshel-Goldfeld

@ Kaszanocb bbl, MOXHO 6b110 bbl pewnTe 04HOBPEMEHHYIO
conjugacy search problem gnsi bf,..., b5 nay,...,a, B
rpynne G v MONYYUTb CEKPETHbLIN KITHOY.

@ Ho 3ametum, 4To 4TObLI BOCNpOM3BECTM NOCNEAHUN War,
Yapnm gomkeH nofydnTb X Uy He MpOCTO B reHepatopax G, a
B reHepaTopax ai,...,ax W b1, ..., b, COOTBETCTBEHHO.

@ To ecTb ewé n pewnTsb 3agady membership search: no
X, a1y ...,dx € G HAlITN BbIPAXKEHNE X HEPES a7, ..., k-

@ Membership decision problem — korga npocto pewnTs, ectb
JIN TaKOE — MOXET ObITh HEpa3pPEeLLMMOIA.

@ B untore AAG pabotaet Ha subgroup-related simultaneous
conjugacy search problem: naiitu x € (ay,...,ax), ans
KoToporo a; = bf,...,ax = bf.
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Length-based attacks

@ OpHako He BCE TaK rMagko, MHOMAA ELE U aTaKytoT Hac.

o Artakn, cBsizanHble ¢ noHsiTuem gaunel (length-based attacks)
— Hanbonee ycnewwHble B obLyem criydae.

@ Ha subgroup-related simultaneous conjugacy search problem —
eMHCTBEHHbIE U3BECTHBbIE.
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Length-based attacks

o Ham gaHo b*; sToT b* BbIN NONYYeH Tak:
b— % — pM%2 |y pRLEL — B

@ Mebi xoTM 0bpaTUTL 3TOT Npouecc.

o [Npeanonoxenue: ansa bonblmnuctea cnos u, w € G, [u™| > |ul.
Torpa, moxeT bbITb,

|bl < [b*] < ... < [p*¥L] = |b¥.
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Length-based attacks

@ CoOTBETCTBEHHO, BOT aJIrOPUTM aTaku: €CiM Mbl FOBOpUM 06
ofHoli conjugacy search problem, To 4TobbI HaliTK
x € (a1y...,axk), 4ns koToporo a~ = b:
o Haiigém reHepaTop & € (ai, ..., ak), 4N koToporo |b| — |b%|
MaKCMaJibHa,
o noeTopum ans x’ = xot n b’ = b*.
e A gns simultaneous, 4Tobbl HaliTh x € (ai,...,ak), 4ns
koToporo a¥ = b;, i = 1..k:
o Hallgém reHepatop & € (ay,...,ak), A5 KOTOPOro
> Ibil — > |b¥| makcumanbHa;

o nosTopum ans x’ = xa ! n b/ = b

i
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Length-based attacks

@ JTa aTaka TOYHO paboTaer asist CBOBOAHLIX FpymM, AaXe B
HECTaHAAPTHOM MPEACTaBIEHNN, ECIN Mbl MOXKEM BbIYUCINTL
OJIVHY MO CTaHAapTHOMY.

o Boobuie, pns 1ol aTaku camoe rnaBHOE — MPaBUILHO
onpegennTs ganny. ObbIYHO 3TO YMCno obpasytowux B
HEKOTOPOM CTaHAApTHOM NPeACTaBAEHNN.

@ Ho ansa rpynn koc — HenoHsATHO, paboTaer nu.
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ATakun nnHeiRHoW anrebpoii

@ Pacckaxxem 06 OOAHOM HEyAaYHOM MpPOTOKOJE.

o [Mpotokon Stickel: nycts G — rpynna, a,b € G -
HEKOMMYTUpYtoLme 3nemeHTbl nopsigkos N n M:
o Anuca Bblbupaet gsa cnydaiinbix yncna n < N, m < M,
otnpasnsier boby u = a"b™,;
o Bob Bbibnpaer aBa cayvaiinbix yncna r < N, s < M,
oTnpasnsier Anuce v = a"b®;
o Onu BbluucnsoT katod K = a"vb™ = a"ub®.
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r nnbl S5 KpunTorpagun
O6Lue 3aMeHaHnsA N NPOTOKOIbI Py & P pac
npOTOKOﬂbI Ha 3Tux rpynnax
Kpuntorpacusa B rpynne koc Avakn

ATakun nnHeiRHoW anrebpoii

o O60bwéHHbI BapuaHT: nycTe G — rpynna, a,b € G -
HEKOMMYTUpPYtoLwme anemeHTsl nopsigkos N u M, w € G -
N3BECTHbI SN1EMEHT:

o Anwuca Bblbupaer gea cay4aiitbix yucna n < N, m < M,
anemeHT ¢; € C(G), otnpaensietr boby u = ¢c;a"wb™,;

o Anwuca Bblbupaer gea cay4aiitbix Yucna r < N, s < M,
anemeHT ¢ € C(G), oTnpaensier Anuce v = c;a" wb®;

o Onu BbluucnsoT kiod K = cica™ ™ wh™ s,
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ATakun nnHeiRHoW anrebpoii

o Ha camom pene npotokon pabotaetT HOPMaNbLHO AJist MHOTUX
rpynn.

@ Bonee toro, oH Moxet paboTtaTtk Ans nosyrpynmn, 4To BOBCE
3amMeYaTenbHo.

@ Ho Stickel pekomengosan ucnonb3osaTh €ro gns rpynn
obpaTumbix MaTpuy, k X k Hap koHeyHbIM nonem ;.

@ W 310 6611 HeygauHbli BeIOOP.
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ATakun nnHeiRHoW anrebpoii

@ 3ametum, yto Hapam goctaTouHo HaiiTh Takue x,y € G, 4To
xa=ax, yb=by, u=xwy.
@ Ecnn oH Takne HaRAET, OH CMOXET MO vV NOCHUTaThb
xvy = xcpa" whsy = cpa’ xwyb® = K.

o [Nepebie aBa ypaBHeHust 6e3 npobnem nepeeogsATcs B
NNHENHbIE ypaBHeva Ha 2/(2 HEN3BECTHbIX JIEMEHTOB MaTpuL,
Xny.

@ Ho u = xwy Tonbko B KBafpaTHOE XOYET NMPeBpaLlaThCs, a 3To
ropasfo Xyxe; 4To genatb?
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ATakun nnHeiRHoW anrebpoii

o [lasaiiTe byaem nckaTb He X, a X 1; Torga nepeoe ypaBHeHue

HE N3SMEHNTCA, a TPETbE TENEPb CTAHET JINHERHBIM:

xta=ax"l, yb=by, xlu=wy.

o Monyuaetcs 3k? ypaBHeHuit Ha 2k? HeW3BECTHBIX, MPUYEM Mbl
3HaeM, YTO pelleHune eCTb.

@ 3TO MOXHO PELUNTB.

@ YTobbl cnacTu NpoToKos, JOCTAaTOYHO UCMONL30BaTh
HeobpaTumsble a, b, w (Hanpumep, nonyrpynny Bcex maTpuy
Hag KOJIbLIOM).
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@ O6uve 3ameyanns n npoTokonsi

o [pynnbl ans kpunTorpacgpun
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© Kpuntorpadus & rpynne koc
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O6Lne 3aMe4aHns N NPOTOKOJIbI Ipynna koc
KpunTtorpachbus B rpynne koc MpoTokonkl

['pynna koc

@ OcHoBHoili npumep 6a30BoOI rpynmnbl 4151 HEKOMMYTaTUBHO
kpunTorpacumm: rpynna koc Bj,.

o Koca — 310 nepensieTéHHblE HUTOYKM, YMHOXEHNE —
NpuKIagbiBaHNe ABYX HATSAHYTbIX HAOOPOB HUTOYEK ApPYr K

APYTY.
o E€ moxHo 3agaTe npegcraeneHuem ApTuHa:
B _ 0;0; = 00, li—jl>2,
n — 0'1,...,0'”71| . . .
0;0;110; = 0j410;0/41, [ =1.n—2
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O6Lne 3aMe4aHns N NPOTOKOJIbI Ipynna koc
KpunTtorpachbus B rpynne koc MpoTokonkl

['pynna koc

@ Ectb kaHoHuueckas dopma AYA1As .. A, roe A -
dbyHaaMeHTanbHas Koca

A= (o1...0p1)(01...0,2)...(0102)(01),

a A,‘ — NPOCTbl€ KOCbl NEPECTAHOBOK.

o Jliogn ymeloT fenatb BCE HY)XKHbIE OMepauun 3a BPeMms
O(l[z}n[log n]), roe | — 4ncno koc nNepecTaHoBOK.

@ T.e. ectb PO, P1, P3, P4 toxe ectb, a P2 npegnonaraercs.
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O6Lne 3aMe4aHns N NPOTOKOJIbI Ipynna koc
KpunTorpadus B rpynne koc MpoTokonkl

['pynna koc

@ W ecTb ecTecTBEHHO BO3HUKAKOLLME KOMMYTUPYIOLLMNE
noarpynnbi:

LBy = (o1, 02) 1),
).

UB, = <GL§J+1>'“G"
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O6Lne 3aMe4aHns N NPOTOKOJIbI pynna koc
KpunTtorpachbus B rpynne koc MpoTokonel

[NpocTeiilwnii npoTokon

o [lonyyaeTtcs npoToko:
o [Nybnukyetca koca a € B,.
e Anuca Bblbupaet xi, xo € LB, nocbinaet boby xjaxs.
o Bob Buibnpaet y1, y» € RB,, nocbinaet Anuce yjays.
o OHW BLIYNCASIOT ODWNI KAOY X1 Y1 aX2Yo.
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O6Lne 3aMe4aHns N NPOTOKOJIbI pynna koc
KpunTtorpachbus B rpynne koc MpoTokonel

Braid Diffie-Hellman Problem

@ OH ceoautcs k BDHP (Braid Diffie-Hellman Problem): no
a, b1, b € B, rae by = x1axo n by = y1ay» ANA HEKOTOPbIX
x1, X2 € LBy, y1,y2 € RB,, Haittu y1 b1 yo[= x1boxo).

@ A Ha 3ajaye noucka COnpsiKEHHOro — Mo AByM Kocam a, b
HallTK x, gns KoToporo b = a* — byger pabortatb
Anwens-Anwens-lonadensa,.

@ MoxHO Ha 3TOM U KpUNTOCUCTEMY CAENATh; MYCThb
H:{0,1}M — B, — xew-cyHkuuns 6e3 Konnusnii.
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O6Lne 3aMe4aHns N NPOTOKOJIbI pynna koc
KpunTtorpachbus B rpynne koc MpoTokonel

KpunTocnuctema Ha rpynne Koc

o [eHepauus knroueii:
o BbIbpaTh AOCTAaTOYHO CNOXHYIO Kocy a € By;
o BblbpaTb cekpeTHbIl KoY (x1,x2) € LB, X LB,;
e BblAaTb NybanyHbIl Katod (a, b) = (a3, x1ax2).
o Koaunposanue (coobwenns m € {0, 1}M):
e BbIbpaTh y1,¥2 € UB,;
o BbIAaTE Ko (c1, &) = (y1ay2, H(y1by2) & m).
o [ekogunpoBaHue:

o m= H(X1C1X2) D Co.
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